KEYWORDS SHEET: ORGANISATION

Scan the QR code to find a step-by-step quide for this tool, digital business development cases and further inspiration at dbd.au.dk
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The material is made available under

“CyPro”", supported by Industriens Fond
license CC BY-SA 4.0

Shared
awdareness

Responsibility for loT cyberse-
curity is either not in focus or is
unresolved.

Competencies might reside
with a few very dedicated
employees. Management is
generally not concerned with
loT cybersecurity.

Approach is often a response
to customer inquiries. No con-
tingency plans or other organ-
ising initiatives.

Shared
practice

Responsibility is often explicit-
ly/formally placed with one or
two persons.

Competencies are found inter-
nally with some persons. Often
sparring with external consult-
ants. Management is generally
concerned with the financial
consequences associated with
loT cybersecurity.

Approach is centred on cre-
ating a shared understanding
and building plans and proce-
dures.

Shared
structure

Responsibility is clearly de-
fined, organised and anchored.
All needed competencies are
available internally or exter-
nally. Management is an active
and informed decision partner
regarding loT cybersecurity.
There is a structured approach
to incidents and risk manage-
ment for all parts of the busi-
ness.




KEYWORDS SHEET: BUSINESS
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Shared
awdareness

Business purpose of the loT
solution is to monitor opera-
tional performance and al-
ways consider pros and cons
for the customer in relation to
loT cybersecurity actions and
decisions.

Criticality of data is often limit-
ed to confidentiality.
Business development is not
related to or relevant for loT
solutions.

Shared
practice

» Business purpose of lol solu-
tions is operational perfor-
mance, optimisation, and
automation.

 Criticality of data is often re-
lated to integrity and availabil-
ity. Business is focused on the
cost-effectiveness of loT cyber-
security.

* Business development is of-
ten viewed as securing data
to ensure confidentiality and
integrity in potential new cloud
services offered to customers.

Shared
structure

Business purpose is automa-
tion and connected services
and products.

Criticality of data and risk
appetite is customised for each
loT solution.

Business development involves
new business models where loT
cybersecurity is seen as a ‘sell-
ing point’. Cloud services and
digital platforms are offered to
customers.




KEYWORDS SHEET: QUALITY
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Shared
awdareness

Companies are reluctant and
are waiting for clear require-
ments from standards and
regulation.

loT cybersecurity procedures
may exist, for example in the
form of loT cybersecurity re-
views, but typically there are
only few routines and many ad
hoc solutions.

Use of standards is viewed as a
possibility, but the certification
process is considered over-
whelming.

Shared
practice

- Companies want - or already
have - domain-specific or
general ISO standards in place
or use parts of standards as
quidelines.

* loT cybersecurity procedures
are informed by general levels
and goals. Increasing focus
on the entire loT solution land-
scape.

» Use of standards is regarded as
a method to establish a shared
language both internally and
externally and as a valid foun-
dation for decision-making.

Shared
structure

Companies often have rele-
vant domain-specific ISO, IT
and cybersecurity standards,
which makes it easier to com-
ply with requlation.

loT cybersecurity procedures
are anchored in frameworks
and in security by design pro-
cedures.

Use of standards provides a
shared language and is con-
sidered a competitive advan-
tage for the business.




KEYWORDS SHEET: TECHNICAL
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Shared
awdareness

Technical scope is determined
by the functionality of loT
solution. Data is not critical for
business. Focus on operational
performance.

Technical activities for loT
cybersecurity are limited. If a
provider is involved, they are
expected to manage loT cy-
bersecurity. Some patching
occurs, but few companies
maintain logs, and there s little
focus on user access to various
devices.

Risk management is not ex-
plicit or systematic.

Shared
practice

Technical scope for loT cyber-
security is built in by design or
updated reqularly in existing
solutions.

Necessary loT cybersecurity
competencies to carry out
technical activities are avail-
able. Patch management,
logging, monitoring and user
access are systematised.

Risk management is seen as
a shift from performing ad hoc
tasks to establishing a risk-
based approach to loT cyber-
security.

Shared
structure

Technical scope is based on a
holistic approach where all use
scenarios and all loT solutions
are assessed.

Technical activities are con-
ducted in shared and struc-
tured processes. Several layers
of loT cybersecurity are often
present, and dedicated re-
sources have been allocated.
Risk management is an ongo-
ing process that both manag-
ers and employees contribute
to.




