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Monitoring of operations, possibly using
operational data for reporting or
optimisation.

Data and other assets in the |oT solution
are not considered crucial for business
development.

The benefits of increased loT-cybersecurity
are always weighed against the
disadvantages for the users on the
customer side.

If the use of data-based services is consid-
ered in collaboration with other
companies or partners, lol-cybersecurity
does not play a significant role in these
considerations.

The criticality of operational data is often
referred to in terms of confidentiality and
GDPR compliance.

«  Focus on automation, optimisation and
operational performance as well as pro-
duction insights.

«  Focus on the business potential of adopt-
ing a systematic approach to collecting
data with integrity, while also focusing on
availability and confidentiality.

- Strong interest in cloud solutions in the
business and on identifying the security
aspects if a cloud solution or a digital plat-
form is part of the loT solution.

- Regards loT-cybersecurity as a benefit that
can lead to increased sales, a stronger
competitive advantage, and a solid repu-
tation.

« This is combined with a focus on defining
a cost-effective level of loT-cybersecurity.

«  Customers make increasing demands and
ask more questions regarding loT-cyber-
security, and the company is increasingly
focusing on vendors security.

- Typically, the focus is on the availability
and integrity of data to maintain opera-
tions. Confidentiality does not seem to be

relevant in relation to production data. )

Focus on automation and on enhancing
products and devices with services.
Increased focus on providing visualised/
modelled data to customers, for example
via a digital platform.

New business models based on services
and data as a commaodity. Cloud solutions
and digital platforms for the customers
have been implemented, and data
sharing is increasing in usage.

loT-cybersecurity is a competitive param-
eter and a 'selling point’ that differentiates
the company from its competitors; it is a
key brand value that requires both
financial and resource investments.

The collaboration on loT solutions and their
security is often formalised and
documented.

Focus on managing the fact that loT
solutions vary from solution to solution,
and on risk appetite in terms of the availa-
bility, integrity and confidentiality of data.
The new enterprise-wide digital solutions
involving customer data may actualise
confidentiality.
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Awareness Practical Structure
- The companies in this phase are hesitant «  The companies may have - or want to «  The companies often adhere to several
and have not typically worked with stand- obtain - a domain-specific or general ISO ISO and domain-specific standards, as
ards. certification, or they use partial standards well as IT standards and some (sub)stand-

as a systematic approach. ards for cybersecurity.

- Initiatives are in the early stages in relation
to security reviews and documentation of .

The standards contribute to establishing a - Standards and/or frameworks for loT-cy-

practice.

There are no or few daily routines, process-
es and procedures across the company.

There are many ad hoc solutions, which
increases system complexity.

Standards are considered an opportunity
to avoid special adaptations; however,
the standardisation process is considered
overwhelming.

common language around security - both
internally in the company and externally in
the dialogue with customers.

Security tasks no longer arise from indi-
vidual customer requirements but aim to
ensure alignment with overall targets and
objectives.

There is an increasing focus on security in
the overall system, rather than on individu-
al solutions.

The motivation for having a structured
approach to standards is that the dialogue
with customers on security will be strength-
ened, which will provide a solid basis for

bersecurity provide a structured foundation
for establishing requirements and creating
a common language across departments.
This facilitates the dialogue with manage-
ment regarding risk assessments and the
allocation of resources for security.

Typically, documentation is an integral part
of the companies’ development process
from the beginning.

The motivation for using standards is that
certification is considered a competitive
advantage and provides a systematic
approach to communicating about loT-cy-
bersecurity both internally and externally.
Additionally, the use of standards makes it

The material is made available under

“CyPro”", supported by Industriens Fond.
license CC BY-SA 4.0

making informed loT-cybersecurity deci-
sions.

easier to comply with requlation.
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Awareness Practical Structure

- The responsibility for loT cybersecurity is +  One or more persons have a formalised «  The responsibility for IoT cybersecurity is
not in focus or is unresolved. role that involves responsibility for [oT anchored in-house, supplemented by ex-

cybersecurity, either internally or externally ternal advisers. Clear organisation of roles

« There are no or few in-house competen- (for example the loT vendor). and how they collaborate, incl. business,
cies in loT cybersecurity. In-house compe- operations, and strategy.
tencies may be found with a technically « There are some in-house competencies,
savvy enthusiast who often relies on exter- as well as external sparring with for ex- « Access to necessary loT cybersecurity
nal advisers and vendors for sparring and ample consultants, partners and vendors. competencies, both in-house and exter-
for delivering loT cybersecurity. External risk assessments are carried out nally.

on a regular basis for quality purposes.

- Technical enthusiasts may deliver pres- +  Management takes part in assessing risks
entations on loT cybersecurity to manag- - Management supports loT cybersecurity and consequences on an informed basis,
ers/executives. It is a huge communication and has a clear stance on it, considering enabling them to allocate resources or
task to make the business understand the the financial aspects of security invest- accept the risk. The main purpose of loT
consequences of a given risk level/risk ments. Management receives reports on cybersecurity is to develop the business.
appetite. loT cybersecurity and allocates funds for it.

« Internal communication is inter-discipli-
53 - Internally, discussions around loT projects + Internal communication focuses on a nary, with a focus on knowledge sharing,
be mainly focus on technical and operation- shared understanding of loT cybersecurity policies, guidelines, etc. Clear commu-
M| al perspectives, which sometimes also based on frequent dialogue. nication fromm management about the
my, Mm include loT cybersecurity. importance of |oT cybersecurity.
g2 « Contingency plans for IT exist, but not for
258Q 2 a0 2 g 0ng
58 « There are no loT contingency plans. loT explicitly. Would have to rely on ven- - Contingency plans exist for critical loT
Ges dors or partners if an incident occurred. systems.

+  Generally, the loT cybersecurity approach
is often a response to customer inquiries + Inthe process of developing procedures - Structured approach to loT cybersecurity
about loT cybersecurity. for loT cybersecurity (such as contingency, and risk assessment from concept to im-

risk assessment, reporting, and loT cyber- plementation, incl. financial consequences
security throughout the lifecycle of the such as product price. As part of the risk
solution). assessment, all products are mapped, per-

\ \ haps in collaboration with vendors. \
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