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r-
ha

p
s in co

lla
b

o
ra

tio
n w

ith ve
nd

o
rs.  
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• 
The

 fo
cus is o

n stre
ng

the
ning

 a
nd

 cultiva
t-

ing
 a

 sha
re

d
 und

e
rsta

nd
ing

 of IoT cyb
e

r-
se

curity.  The
 g

e
ne

ra
l a

ttitud
e

 re
g

a
rd

ing
 

the
 risk la

nd
sca

p
e

 is tha
t the

 functio
ns a

nd
 

d
a

ta
 a

sso
cia

te
d

 w
ith the

 IoT so
lutio

n a
re

 
no

t critica
l p

e
r se

.   

• 
The

 m
a

in fo
cus is o

n p
rovid

ing
 se

curity 
a

ro
und

 the
 critica

l functio
ns of a

 p
a

rticu-
la

r p
ro

d
uct, w

hich ofte
n m

e
a

ns e
nsuring

 
o

p
e

ra
tio

na
l p

e
rfo

rm
a

nce
.   

• 
The

 g
e

ne
ra

l se
curity m

e
a

sure
s d

o
 no

t ye
t 

e
nco

m
p

a
ss IoT cyb

e
rse

curity, a
nd

 the
re

 is 
no

 sha
re

d
 a

p
p

ro
a

ch to
 IoT cyb

e
rse

curity in 
the

 co
m

p
a

ny.   

• 
The

 IoT co
m

p
o

ne
nts tha

t a
re

 p
a

rt of the
 

so
lutio

ns m
a

y ha
ve

 b
e

e
n a

cq
uire

d
 fro

m
 a

 
sp

e
cia

list ve
nd

o
r w

ho
 is e

xp
e

cte
d

 to
 ha

ve
 

b
uilt se

curity into
 the

ir co
m

p
o

ne
nts.     

• 
The

 p
hysica

l d
im

e
nsio

n of the
 IoT so

lutio
n 

is ofte
n no

t se
cure

d
, o

r p
hysica

l se
curity is 

no
t co

nsid
e

re
d

 re
leva

nt.  

• 
So

lutio
n up

d
a

te
s d

o
 o

ccur; how
eve

r, it is 
ofte

n a
 m

a
nua

l p
ro

ce
ss. In so

m
e

 ca
se

s, 
up

d
a

te
s a

re
 no

t re
le

a
se

d
 a

t a
ll, o

r the
 

co
m

p
a

ny re
lie

s o
n the

 ve
nd

o
r to

 d
o

 it.   
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The

 a
p

p
ro

a
ch to

 IoT cyb
e

rse
curity is se

e
n 

a
s a

 shift fro
m

 p
e

rfo
rm

ing
 a

d
 ho

c ta
sks 

to
 e

sta
b

lishing
 a

 unifo
rm

, risk-b
a

se
d

 IoT 
cyb

e
rse

curity leve
l a

nd
 fo

ste
r a

 sha
re

d
 

und
e

rsta
nd

ing
 of se

curity p
ra

ctice
s a

cro
ss 

the
 co

m
p

a
ny.   

• 
Se

curity is e
ithe

r b
uilt into

 the
 IoT so

lutio
n 

fro
m

 the
 sta

rt, o
r it w

ill b
e

 up
g

ra
d

e
d

 o
n a

 
re

g
ula

r b
a

sis a
s m

o
re

 insig
ht is g

a
ine

d
.   

• 
The

 ne
ce

ssa
ry IoT cyb

e
rse

curity co
m

p
e

-
te

ncie
s a

re
 a

va
ila

b
le

 in-ho
use

 b
ut e

xte
rna

l 
e

xp
e

rts a
re

 co
nsulte

d
 w

he
n ne

ce
ssa

ry.   

• 
The

 p
hysica

l d
im

e
nsio

n of the
 IoT so

lutio
n 

is a
sse

sse
d

 se
p

a
ra

te
ly: Is the

re
 p

hysica
l 

a
cce

ss to
 d

a
ta

? W
ha

t a
re

 the
 a

sso
cia

te
d

 
risks? H

ow
 ca

n such risks b
e

 m
itig

a
te

d
?  

• 
The

 a
im

 is to
 e

sta
b

lish b
o

th a
 te

chnica
l 

fra
m

ew
o

rk a
nd

 p
ro

ce
d

ure
s fo

r re
le

a
sing

 
up

d
a

te
s o

n a
 re

g
ula

r b
a

sis. W
o

rk is in 
p

ro
g

re
ss to

 cre
a

te
 a

 structure
d

 ove
rview

 of 
know

n vulne
ra

b
ilitie

s, how
 to

 p
a

tch the
m

, 
a

nd
 w

hich d
evice

s a
re

 to
 b

e
 up

d
a

te
d

 b
y 

the
 co

m
p

a
ny a

nd
 w

hich b
y the

 ve
nd

o
r.   

• 
Syste

m
s a

re
 in p

la
ce

 fo
r m

o
nito

ring
 p

a
t-

te
rns in the

 syste
m

, a
nd

 a
n a

la
rm

 is trig
-

g
e

re
d

 in ca
se

 of a
no

m
a

lie
s.  

• 
The

re
 is a

 ho
listic a

p
p

ro
a

ch to
 se

curity 
w

he
re

 a
ll usa

g
e

 sce
na

rio
s a

nd
 co

nte
xts fo

r 
the

 so
lutio

n a
re

 a
sse

sse
d

.   

• 
M

a
na

g
e

rs a
nd

 sta
ff

 d
eve

lo
p

 IoT cyb
e

r-
se

curity b
a

se
d

 o
n sha

re
d

 a
nd

 structure
d

 
te

chnica
l p

ro
ce

sse
s, a

nd
 d

e
d

ica
te

d
 re

-
so

urce
s ha

ve
 b

e
e

n a
llo

ca
te

d
.   

• 
W

he
n b

uild
ing

 se
curity, the

 cho
ice

 of o
p

-
tio

ns is b
a

se
d

 o
n a

 structure
d

 a
nd

 o
ng

o
ing

 
risk a

sse
ssm

e
nt tha

t invo
lve

s  the
 e

ntire
 

va
lue

 cha
in a

nd
 life

cycle
 of the

 p
ro

d
uct.   
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The

 so
lutio
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o
ra

te
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ultip
le

 la
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se
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ing

 b
o

th e
xte

rna
l d

efe
nce

 
a

nd
 in-d

e
p

th la
ye

rs to
 lim

it the
 d

a
m

a
g

e
 in 

the
 eve

nt of a
 se

curity b
re

a
ch.   

• 
The

re
 is a

 sha
re

d
 und

e
rsta

nd
ing

 tha
t 

fa
ilure

 to
 co

ntro
l p

hysica
l a

cce
ss to

 the
 

so
lutio

n is e
q

uiva
le

nt to
 la

ck of se
curity.   

• 
M

o
st of the

 syste
m

 is d
e

sig
ne

d
 to

 a
cco

m
-

m
o

d
a

te
 up

d
a

te
s, a

nd
 up

d
a

te
s a

re
 re

-
le

a
se

d
 re

g
ula

rly. Ta
rg

e
ts ha

ve
 b

e
e

n se
t fo

r 
the

 tim
e

 it sho
uld

 ta
ke

 to
 p

a
tch a

 so
lutio

n 
a

fte
r a

 vulne
ra

b
ility is d

iscove
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d
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• 
So

m
e

 co
m

p
a

nie
s d

o
 no

t ha
ve

 a
ny lo

g
-

g
ing

 in p
la

ce
; so

m
e

 se
e

 it a
s the

 ve
nd

o
r’s 

re
sp

o
nsib

ility, w
hile

 o
the

rs ha
ve

 lo
g

s b
ut 

use
 the

m
 o

nly sp
o

ra
d

ica
lly.  

• 
The

 p
rim

a
ry fo

cus is o
n se

curing
 use

r a
c-

ce
ss to

 the
 p

la
tfo

rm
 ra

the
r tha

n to
 the

 unit 
itse

lf.   

• 
Encryp

tio
n is use

d
 o

n a
n a

d
 ho

c b
a

sis, 
d

e
p

e
nd

ing
 o

n the
 ca

p
a

b
ilitie

s of the
 

p
la

tfo
rm

s a
lre

a
d

y cho
se

n, o
r w

ha
t the

 
d

eve
lo

p
e

rs a
re

 fa
m

ilia
r w

ith. C
o

m
m

u-
nica

tio
n is fo

r e
xa

m
p

le
 e

ncryp
te

d
 using

 
H

TTPS(TLS) w
itho

ut co
nsid

e
ring

 a
d

d
itio

na
l 

cip
he

r-m
o

d
e

s a
nd

 key m
a

na
g

e
m

e
nt. 

• 
The

 m
a

in fo
cus of m

o
nito

ring
 is o

p
e

ra
tio

n-
a

l p
e

rfo
rm

a
nce

, fo
r e

xa
m

p
le

 b
y lo

g
g

ing
 

e
rro

rs.  

• 
Se

curity m
e

a
sure

s a
re

 in p
la

ce
 fo

r use
r 

cre
a

tio
n, a

lo
ng

 w
ith tra

ce
a

b
ility of use

r 
b

e
ha

vio
ur a

nd
 re

stricte
d

 use
r a

ctio
ns.   

• 
D

eve
lo

p
e

rs a
re

 fa
m

ilia
r w

ith b
e

st p
ra

ctice
 

a
nd

 use
 o

nly ’se
cure

’ a
lg

o
rithm

s. C
o

m
p

o
-

ne
nts/p

la
tfo

rm
s a

re
 re

je
cte

d
 if they d

o
 no

t 
sup

p
o

rt a
n a

p
p

ro
p

ria
te

 leve
l of a

lg
o

rithm
s

• 
The

 syste
m

 is co
nsta

ntly a
nd

 syste
m

a
ti-

ca
lly m

o
nito

re
d

, a
nd

 fixe
d

 re
sp

o
nse

 tim
e

s 
ha

ve
 b

e
e

n e
sta

b
lishe

d
.   

 
• 

The
 so

lutio
n inco

rp
o

ra
te

s b
uilt-in a

cce
ss 

co
ntro

l – a
lso

 p
hysica

l. A
s a

n e
xa

m
p

le
, 

use
rs m

ust a
uthe

ntica
te

 the
m

se
lve

s using
 

tw
o

 o
r thre

e
 fa

cto
rs.    

• 
The

 cho
ice

 of cryp
to

g
ra

p
hic a

lg
o

rithm
s 

ha
s b

e
e

n re
g

iste
re

d
 a

nd
 is review

e
d

 o
n a

 
re

g
ula

r b
a

sis to
 id

e
ntify a

ny new
 vulne

r-
a

b
ilitie

s. C
o

m
p

o
ne

nts a
re

 cho
se

n b
a

se
d

 
o

n the
 p

re
re

q
uisite

 tha
t the

 cryp
to

g
ra

p
hic 

a
lg

o
rithm

s ca
n b

e
 re

p
la

ce
d

 if ne
ce

ssa
ry. 


