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Authentication Data: Usernames, passwords, biometric data, and security tokens used to 
authenticate users.1

2 Authorization Configurations: Access control lists, user roles, and permissions detailing 
who is allowed to access or control the door lock.

Operational Command Instructions: Digital commands for locking, unlocking, configur-
ing, or updating the door lock system.3

4 Security Credentials: SSL/TLS certificates, encryption keys, and cryptographic protocols 
that secure data transmissions.

Audit Trails: Logs of system access, changes made, and operations conducted, which 
are critical for security audits and compliance.5

6 Access and Usage Analytics: Data on the frequency, timing, and nature of door lock 
interactions, used for improving services and security measures.

API Interaction Logs: Records of all API calls made, including remote access, configura-
tion changes, and third-party integrations.7

8 Firmware and Software Versions: Information on the current and historical firmware ver-
sions and software updates for the door lock hardware and associated applications.

Network Traffic Data: Information on data flows, including volume, source, and destina-
tion of network traffic to and from the door lock system.9

10 Service Performance Metrics: Uptime, response times, and error rates of the door lock sys-
tem’s cloud services and gateway connections.

Customer Service Records: Documentation of customer interactions, service requests, sup-
port tickets, and feedback related to the door lock system.11

12 Compliance Documentation: Records and evidence of adherence to relevant laws and 
regulations, such as GDPR, for personal data protection.
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Intellectual Property Documents: Design documents, source code, and any proprietary 
research pertaining to the door lock system.

Business Continuity and Disaster Recovery Plans: Procedures and protocols designed to 
maintain service and protect data in the event of a cyber incident.

Market Research and Trends: Insights into customer behavior, market demands, and 
competitive landscape influencing product strategy.

Financial Data: Transaction records, sales figures, and procurement details related to the 
door lock system.

Research and Development Data: Conceptual sketches, prototype data, and experi-
ment results for future product enhancements.

Vendor and Partner Agreements: Contracts and communications with third parties that 
provide services or components for the door lock system..

 Marketing and Promotional Materials: Strategy documents and campaign data, includ-
ing customer outreach and advertising performance.

Stakeholder Correspondence: Communication with shareholders, regulatory bodies, 
and key clients concerning the security and functionality of the door lock system.
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