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Main question T: ; Main question 3:
What does the company do to Why has the company chosen this How does the company want to
integrate business and loT approach to ensure integration of proceed to ensure integration of busi-
cybersecurity? business and loT cybersecurity? ness and loT cybersecurity?
Answer: Answer: Answer:
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E m Is the business purpose of using loT solutions Is there a risk of cyber-attacks? Can the company create new business with a
< W clear? cybersecure loT solution? Would it attract
539 Would a potential loT security breach have different customers?
£E m Does the company have plans for further consequences for the company’s business?
g% development of the IoT solutions? Would it cause e.g. bad publicity or delays? Is it likely to be an increasing problem in the
220 . - L future if data is disclosed, if you cannot access
0gg Clarify how critical cybersecurity is for . . ) :
g . . Does the company perceive cybersecurity as data and systems, or if unauthorised persons
328 business. What should be prevented because it ; . ;
TE= . ) a value-add for its business? modify data?
could damage your business? For example, if:
. datais disclosed Is there an external demand for more loT Is cybersecurity perceived as a business
«  datain systems/machines is rendered inac- cybersecurity? From e.qg. customers, suppliers, or opportunity or as an insurance?
cessible to the company reqgulation.
+ datais changed
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Main question T:

Main question 2:

Main question 3:

How does the company work with
technical tasks for loT cybersecurity?

Answer;

Why has the company chosen this way
of working with the technical tasks for
loT cybersecurity?

Answer:

How does the company intend to move
forward in developing its technical way
of working with loT cybersecurity?

Answer:
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u®u Supporting questions

What are your priorities regarding technical loT
security? What is in or out of scope?

How do you balance performance of products
and production due to loT cybsersecurity vs. rev-
enue?

Does the company perform methodical risk
assessmentsand or threat modelling of technical
loT cybersecurity?

Does the company do 1) patch management,

2) logging and monitoring of trafic, and 3) efforts
targeting user behaviour?
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Is the company at risk of cyberattacks on loT
systems and solutions?

Has the company actively considered how to
deal with potential threats and risks of attacks on
loT systems and data?

Is the company’s development of loT cybersecuri-
ty based on specific risks and treats?

Does the company monitor/ observe results of its
loT cybersecurity?
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How could the company work systematically to
build loT-cybersecurity in accordance with busi-
ness needs and to review loT cybersecurity with
designated intervals?

Would it be a concern if the company lacks a
shared understanding and approach to risk and
loT cybersecurity?

Is there a need for standardised procedures re-
garding risk assessment and threat modelling of
solutions and systems?

Do customers and partners have focus on loT
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SITUATIONAL ANALYSES

Main question T:

How does the company work with
requlations and standards for loT
cybersecurity?

Building block: Quality

Main question 2:

Why has the company chosen this
approach to requlation and standards
for loT cybersecurity?
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Main question 3:

How does the company intend to move
forward in implementing regulation
and standards for loT cybersecurity?

-

Is oT cybersecurity part of the company’s
ongoing quality management?

Does the company use standards for loT cyber-
security (or guidelines)?

Is there any specific loT cybersecurity regulation
that the company should look more into?

Is the company aware of forthcoming
regulation that could impact its own loT solutions?

=
Has the company actively considered existing
and forthcoming regulation relevant for its loT
solutions?

Has the company actively considered how to
work with standards for loT cybersecurity?

Has the company allocated resources for using
quidelines and standards for loT cybersecurity in
the development of its solutions, products, and
services?

Does the company assign any business signifi-
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cance to loT cybersecurity standards?
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How could standards for and loT cybersecurity
regulation be implemented in a meaningful way
in the company?

Would it be a concern if the company does not
apply standards for loT cybersecurity? For exam-
ple for customers and suppliers?

Would it be a concern if the company fails to
comply with regulation and standards related to
loT security?

Is the company adequately sized to work with
standards and/or guidelines for loT cybersecurity?
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Building block: Organisation

Main question 2:

Main question 3:

What approach has the company
chosen to organise its loT cybersecurity
tasks?

Why has the company chosen this
approach to organising its loT cyber-
security tasks?

How does the company intend to move
forward in organising its loT cyber-
security tasks?

Is the responsibility for loT cybersecurity assigned
to one or more individuals in the company/to an
external partner?

Does the company have access to relevant loT-
cybersecurity competences?

Has the company made a structured plan incl.
goals and tasks for the development of loT cyber-
security in the company? This may also include
monitoring how the possible external partner
handles loT cybersecurity

Is IT security (e.qg. office IT) addressed in conjunc-
tion with loT cybersecurity, or does the company
consider them as two separate issues?

Has it been clarified in the company if there is a
need for assigning loT cybersecurity responsibility
to one or more specific individuals?

Has the company allocated time and resourc-
es for building up in-house competence in loT
cybersecurity?

Does the organisation of IoT cybersecurity
correspond to the importance of cybersecurity for
the business?

How/when do you discuss loT cybersecurity in the
company? Who participates in the discussions?
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Does the company consistently develop its loT
cybersecurity?

Should loT cybersecurity be part of other quality
assurance initiatives in the company?

Is there a need for involving employees in the
company’s loT cybersecurity initiatives?

Is it relevant to have a plan for in-house
competence development in loT cybersecurity?

Is it important to have a dialogue with the ex-

ternal supplier (if any) about the company’s loT
cybersecurity requirements?
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