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ID THREAT NAME CATEGORY DESCRIPTION STRIDE CIA
. . Attempts to physically -
Physical Device . . Inteqrity,
TO1 ysIce Tamperin S2
Tampering Hardware manipulate of damage the Penng Availability
device.
: Communication Intercepting Information . .
TO02 | Eavesdropping communications between . Confidentiality
Protocol . Disclosure
the device and the network.
Intercepting and altering Tamperin
T03 Man-in-the-Middle|  Network communications between | ST | Confidentiality,
Attacks Infrastructure two parties without their Disclosure Integrity
knowledge.
Repeatedly trying different .
TO4 Brute Force Application credentials until the correct EIe\{q-tlon of Confidentiality
Attacks Privilege
ones are found.
Decepitive tactics to trick Spoofing,
TO5 Phishing Application users into revealing sensitive|  Information Confidentiality
information. Disclosure
Devi Overwhelming the device Denial of
T06 | Denial of Service evice or network to render it eniato Availability
Hardware . Service
non-functional.
Inserting malicious SQL .
TO7 SQL Injection Cloud-based statements into input fields EIe\(o.t|on of Integrity
System . Privilege
to run against a database.
Tampering with device
Firmware Device firmware, potentially . Integrity,
jos Manipulation Hardware introducing malicious Tampering Availability
functionalities.
Improperly configured :
TO9 . Cl(?Ud , Cloud-based cloud services that could Infprmonon Confidentiality
Misconfiguration System » Disclosure
expose sensitive data.
Weak or Stolen — Utilizing weak passwords or . . -
e Credentials Application stolen login information. Spoofing Confidentiality
Expired Communication Using outdqtgd certificates, Spooﬁn.q, Confidentiality,
T11 b undermining system Information )
Certificates Protocol . . Integrity
security. Disclosure
Passive interception of
e Network information being Information . -
T12 | Network Sniffing Infrastructure transmmitted over the Disclosure Confidentiality

network.
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Introduction of malicious Tampering, .
T13 Molwqre Application software into the Elevation of '”t‘?q”Wf
Infection . L Availability
application or system. Privilege
: Gaining access to parts of . . P~
Unauthorized . Elevation of Confidentiality,
| Syst o ) '
Ti4 Access General System | the system wlthOUt proper Privilege Inteqrity
permissions.
Poorly designed and Elevation of
115 Insecure Cloud-based secured application Privilege, Confidentiality,
Interfaces System interfaces that can be Information Integrity
exploited. Disclosure
Gaining information from
Brute Force Communication the system based on Information Confidentiality,
T16 : . . )
Attacks Protocol information leaks from Disclosure Inteqrity
physical implementations.
| Defaul Devi Default settings that are Elevation of Confidentiality,
T17 rg:secfEiJre f_ ault H edV|ce easily exploitable if not Privilege, Inteqrity,
onfigurations ardware changed by the user. Tampering Availability
Unauthorized gateway
T18 | Rogue Gateway Gateway devices introduced to Spoofing, Confidentiality,
Devices capture or manipulate Tampering Integrity
data.
. o Elevation of
T19 Application Layer Application Targeting oppl|cc1t|or?-level inlegg, Conﬁden.tlollty,
Attacks processes and services. Information Inteqrity
Disclosure
Inadequate Insufficient tracking or
T20 Logging & Cloud-based qu.d|t|ng, qllpyvmq Repudiation Int-egrl'.cy,
27 System malicious activities to go Availability
Monitoring .
unnoticed.
Exploiting vulnerabilities . .
Remote Code Cloud-based . - Elevation of Inteqrity,
T21 . to run arbitrary malicious - o2
Execution System Privilege Availability
code.
Cloud-based Unintentional exposure of Information
T22 | Data Exposure data due to software flaws . Confidentiality
System ) ) : Disclosure
or misconfigurations.
Data being transmitted
T23 Insuf‘hcpht Communication Wlth-Out odeguote Infprmohon Confidentiality
Encryption Protocol encryption or using weak Disclosure

encryption standards.
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Targeting less secure
T24 Supply Chain General System elements in the supply Spooﬁr?g, |nt§quF¥,
Attacks chain to compromise Tampering Availability
security of the main system.
: Failures or malfunctions Tampering,
Hardware Device : _ A
T25 Malfunctions Hardware of physical components Denlql of Availability
of the device. Service
. Stealing or predicting Spoofing, . .
T26 HS“e SSI'((.)n Application session tokens to Information CoTﬁSenESG“ty’
acking impersonate users. Disclosure ntegnty
Manipulating individuals
T27 Social General System into revealing confidential Spoofing, Confidentiality,
Engineering information or performing Repudiation Inteqrity
specific actions.
, Injecting malicious scripts Tampering, . -
T28 C_:rqss—5|te Cloud-based | 15 web pages viewed by |  Information COT:;:I en.ttlohty,
Scripting (XSS) System other users. Disclosure eanty
Storing sensitive data
T29 Insecure Data Application without proper security Information Confidentialit
Storage measures on mobile Disclosure Y
devices.
Cross-Site Tricking users into perform- . . .
T30 | Request Forgery CIoSud—bosed ing actions without their Tzrr)gog:?r?’ COT:?e er:thhty'
(CSRF) ystem knowledge or consent. pernng gty
APIls exposed without Elevation of
: vati
necessary security - . -
T31 | Unsecured APIs Cloud-based measures, allowing Privilege, Conﬁdenpohty,
System unauthorized access or Information Integrity
actions. Disclosure
. Using breached username/ Spoofing,
Credential S . . ) . .
T32 Stuffin Application password pairs to gain Elevation of Confidentiality
9 unauthorized access. Privilege
Insufficient Lacking separation . Confidentiality,
133 Network Network between different parts of Elevation of Integrity
Segmentation Infrastructure the network, allowing Privilege Availability

lateral movement.
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ID THREAT NAME CATEGORY DESCRIPTION STRIDE CIA
7 D Exploiting vulnerabilities Tgmpering' Conﬁdentig“ty,
T34 Eerol- _Sy General System | that are unknown to the Elevation of Integrity,
xplors vendor or unpatched. Privilege Availability
Insecure Network Poorly configured networks ElF?r \i/\irleoneOf Confidentiality,
T35 : . General System | can expose the system to @ ge, Integrity,
Configuration . Information 2
myriad of attacks. . Availability
Disclosure
Unprotected API keys that
API Key Cloud-based can be accessed and Information . ..
136 Exposure System misused to interact with Disclosure Confidentiality
cloud services.
Firmware . Attackers forcibly ,
T37 Downgrade HDedwce downgrade firmware to a Tampering At];ﬁggm
Attacks ardware vulnerable version. 4
Decompiling software to
T38 Rgversg General System un_derstond its inner Inf_ormotlon Conﬁden.tlohty,
Engineering workings and potentially Disclosure Inteqrity
exploit it.
Weak C " Use of outdated or weak Information
T39 | Cryptographic on;mumcclltlon cryptographic standards Disclosure Confidentiality
Algorithms fotoco that can be exploited.
. : Poorly configured firewalls . Confidentiality,
T40 Mlsgic:g\f;v?;l'llred | fNetwork that expose the system to Els::siffned Inteqrity,
nfrastructure various network threats. 9 Availability
. . Unauthorized devices . L
T41 S!ﬁzgsx\/x//licne HDczwce mimicking legitimate ones Spoofing COT:fler:t'O“ty’
9 arawdre to intercept or inject data. eqgrty
Manipulating data without
Data Integrity Cloud-based the user’s knowledge , .
R Attacks System leading to misinformation Tampering Integrity
or malfunctions.
Privilege o G.O|n|n.g.hl|gher access Elevation of Conﬁden.tlohty,
T43 . Application rights illicitly, allowing - Integrity,
Escalation Privilege S
more system control. Availability
Backup Data Cloud-based Unsecured backups being Information . -
TA4 Exposure System accessed or leaked. Disclosure Confidentiality
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ID THREAT NAME CATEGORY DESCRIPTION STRIDE CIA
Insufficient Failure to update and
nsufficien - ;
patch system components Elevation of Inteqrity,
U2 Patch General System | ™ o gularly, leading to Privilege Availability
Management vulnerabilities.
Redirecting users to
. malicious websites through Spoofing, ) .
T4é URL Redirection Application the app, potentially Information Corlwﬁden_tlclllty,
Attacks harvesting data or Disclosure nteqrity
deploying malware.
Threats posed due to . Confidentiality,
T47 SlTUd VS?Sor CIOSU c;:g]sed vulnerabilities in third-party Els\{oﬁlon of Inteqrity,
uinerabliities Y cloud service providers. rviiege Availability
Disrupting the
. . Communication communication signals Denial of o
T48 | Signal Jamming Protocol to prevent the device Senvice Availability
from functioning.
Cloud-based Unauthorized access to Inf "
T49 Cloud Data O‘; ; ase cloud-stored data due to Eo rrlno on Confidentiality
Breaches ystem various vulnerabilities. Isclosure
Insecure N | Weakly protected network Elevation of Confidentiality,
T50 Endboints etwork entry and exit points which Privilege Integrity,
P Infrastructure can be exploited. 9 Availability




